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ABSTRACT

Today, computer networks monitor and manage critical infrastructures such as banKking, transportation, commerce, and
telecommunications. As a result, securing these systems against planned attacks is crucial. Most of these attacks exploit
software errors and security vulnerabilities in the target system. It is impossible to eliminate software errors, so all software
has security gaps. This study aims to detect intrusion in computer networks using the improved artificial neural network,
approach based on the artificial bee colony algorithm. The NSL-KDD dataset is used to test and evaluate the proposed
model. The training set includes 24 types of attacks, while the test set includes 14 distinct attacks that do not exist in the
training set. The results proved that the proposed method is more efficient than other methods in all cases where the data
have a different observation probability. Although in some cases, our proposed method is less efficient than the basic
method, in most cases, it is one of the best methods available. After selecting important features and deleting irrelevant
data, the power and accuracy of the classification in the proposed method increase significantly.
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INTRODUCTION

An intrusion detection system is a set of tools, methods, and documentation helping identify,
detect, and report unauthorized network activity [1]. The intrusion has different meanings. Some
experts see intrusion as a failed attack, while others offer different definitions of intrusion and
attack. As a rule, the intrusion is defined as: "An active set of interrelated events aimed at
unauthorized access to information, alteration of information or damage to the system so that
the system becomes inaccessible. This definition also includes both successful and unsuccessful
efforts". "Intrusion detection" is not appropriate for intrusion detection systems, as these systems
cannot really detect intrusion but rather introduce network activity as intrusion, which may not
be intrinsic. An intrusion detection system is a small part of a protection system that is not
considered a self-sufficient and autonomous system.

Evolutionary algorithms are widely used in pattern selection to detect intrusion. The basic idea
of evolutionary algorithms is as follows: An initial population of chromosomes (a set of solutions)
is generated (in our discussion, they are the same set of patterns). Based on an objective function
(in pattern selection, the objective function is equivalent to a classifier), individuals in the
population are evaluated, and the best chromosomes are selected for mutation and cross-over to
create new chromosomes (to maximize the objective function). This algorithm is repeated a
certain number of iterations (generations) determined by the user, and the best chromosomes
are selected from the last generation.
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Zhang and Sun have used taboo search (TS) to select a pattern [2]. The TS algorithm is applied
to the initial set. Some solutions are identified as taboo (i.e., they should not be changed). In Si,
other solutions (non-taboo solutions) are evaluated by a classifier in order to find the best
solution. Finding a solution from Si is to evaluate the neighboring sets. Sub-sets with only one
component different from Si are replaced by sub-sets that are better classified. Once this process
is complete, S will be considered the best solution.

In the reference [3], 6 weighted features based on experience are selected to participate in the
classification rules. A simple genetic algorithm is then used to infer classification rules from the
network audit data. The support-confidence framework is also used as a fitness function to judge
the quality of each rule.

In [4], to build an experimental IDS system for multiclass classification, the incoming traffic
pattern is pre-processed, and redundant samples are removed. Then a feature selection
algorithm based on a genetic algorithm is presented, which leads to minimizing the
computational complexity of the classifier. Finally, a neurotree model is used as the classification
engine, with a higher detection rate than NN * and C45.

[5] A SVM-based genetic algorithm is used to determine the feature set automatically. In this
method, the objective function corresponding to a specific chromosome equals f = error_rate.
The ultimate goal is to minimize this objective function. The results proved that GA could reduce
the error rate by 9%.

In [6], a new approach to combining SVM and CSOACN to exploit the benefits of both is

® proposed. Subsequently, the proposed algorithm is tested and evaluated using a standard KDD99

dataset. Experimental results show that CSVAC (a combination of support vectors with ant
colony) is better than SVM and CSOACN in demand rate, efficiency, and execution time.

In [7], an intrusion detection technique using a hyper-graph-based genetic algorithm (HG-~GA)
(for parameterization) and support vector machine (SVM) (for feature selection) is proposed.
In [8], a new method based on multi-criteria linear programming and particle swarm
optimization is introduced to increase attack detection accuracy. Multi-criteria linear
programming is a classification method based on mathematical programming that has a great
ability to solve real data mining problems. However, regularizing the parameters is an essential
step in the training phase.

Security is one of the vital challenges in many systems, especially in migrating to the cloud. In
this regard, an organization must handle security threats and related risks. The lack of direct
control over assets and their potential management by the service provider makes cloud security
more difficult than traditional models such as master-client models. As a result, security is one
of the main challenges in the cloud computing environment. This is the most important security
risk in hybrid and public cloud models and private models provided by third parties. The use of
cloud services requires the transfer of responsibility, control of information and systems of the
organization to an external service provider. Like other computing models, security in cloud
computing is defined in terms of three distinct aspects, including data confidentiality, precision,
and accessibility. Organizations may become overly dependent on one service provider. They
may also face many challenges in transferring data and services into the organization or to
another service provider. The use of new cloud computing services in the event of safety
accidents reduces the necessary speed and agility of the organization. This paper aims to detect



intrusion in computer networks using the improved artificial neural network approach based
on the artificial bee colony algorithm.
Research Methodology
The steps of implementing the evolutionary algorithm in the proposed method are as follows:
1. Initial population: At the starting point of the evolutionary algorithm, the base values for the
parameters must be specified. The particles of the algorithm are equivalent to the neural network
parameters.
2. Particles: In the structure of the algorithm used in the proposed method, each particle
represents a set of neural network settings. In this process, we have 9 features in our intrusion
detection dataset. So the number of hidden layer neurons is between 5 and 27.
= Learning function: The learning function is selected from 9 existing learning functions.
= Error function: The error calculation method is achieved based on four criteria.
» Transfer function: The transfer function in the second layer is selected based on eight
available functions.
It is assumed that different segmentation of training and test data may affect the performance of
the whole system. We consider three separate particles to determine the number of training,
testing and evaluation data.
* Training data rate: The rate of division of main data into training data is equal to 0.4 to
0.7
= Validation data rate: The rate of division of main data into validation data is equal to 0.2
to 0.4
= Test data rate: The rate of division of main data into test data is equal to 0.1 to 0.3. This
criterion is calculated by adding the seventh and eighth particles and subtracting them
from the number 1. As a result, each chromosome is considered a neural network.
3. Selection methods: There are different methods for selecting particles in evolutionary
algorithms. In this research, the selection roulette selection function has been used.
4. Fitness function: In this phase, the evaluation of networks built based on the fitness function
is achieved. An evolutionary algorithm or GA is a programming technique using hereditary
evolution as a problem-solving model.
5. Stop condition: There are two ways to stop the algorithm. Often after a certain number of
iterations, the algorithm stops running. In some cases, the performance stops when a certain
solution is reached, or the fitness level in a generation reaches a certain value.
The proposed algorithm can be summarized as follows:
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® The proposed method is evaluated on the NSL-KDD dataset [60]. This dataset contains selected

records from KDD-~CUP99 [61]. Challenges in the original dataset, like duplicate records in this
dataset, have been addressed. Since 1999, the KDD-CUP99 dataset has been the most common
dataset for evaluating anomaly detection and intrusion detection methods. This dataset was
created by Stoolfo et al. [62] in the DARPA’98 Intrusion Detection Systems Assessment Program
[63].

DARPA’98 contains approximately 5 million records of various connections, each containing
100 bytes. The KDD training set contains approximately 4900000 vectors of different
connections, each containing 41 features. Each vector is classified into two classes: normal or
attack. Each attack belongs to one of the following categories:

1) Denial of Service (DoS) attack: An attacker overwhelms a processing resource or memory so
that it cannot execute authorized requests.

2) User to Root (U2R) attack: An attacker starts by accessing an authorized user's account (via
password eavesdropping, dictionary attack, or social engineering) and accessing the system root
by finding vulnerabilities in the system.

3) Remote to Local (R2L) attack: The attacker can send packets on the network but does not have
an account on the network machines. So attacker accesses the system by examining the
vulnerabilities of the system as a user.

4) Surveillance attacks: Such an attack attempts to obtain information about a computer network
to threaten network security.

Most importantly, the probability distribution of the test set is not the same as the probability
distribution of the training set. The test set has certain types of attacks not present in the training



set. This process brings the evaluations closer to reality. In other words, the training set includes
24 types of attacks, while the test set includes 14 distinct attacks that do not exist in the training
set. Table (1) shows these classifications.

Table 1: Classification of attacks in the NSL-KDD dataset

Class Sub-Class

NORMAL | -

PRB ipsweep, nmap, portsweep, satan

DOS back, land, neptune, pod, smurf, teardrop
buffer_overflow, loadmodule, multihop, perl,

UZR .
rootkit

R2L ftp_write, guess_passwd, imap, phf, spy,
warezclient, warezmaster

The approximate distribution of different data classes in the training and test data is shown in
Table (2). Due to the rounding of percentages, the total number is not equal to 100%.
Table 2: Approximate distribution of training and test data in the NSL-KDD dataset

Class Test Training

NORMAL 19 % 48 % ®

PRB 1% 20 % 4

DOS 73 % 26 % ° 4
UZR 0.07 % 0.02 %

RZL 5% 5% b~

One of the data normalization process tasks is to convert text feature values to numeric values.
Table (1) reflects the characteristics of the NSL-KDD dataset. Some of the 41 feature values in
NSL-KDD are text values. The support vector machine uses only numeric data for training and
testing, so text feature values must be converted to numeric values. Features with text values
include (B) Protoclo_type, (C) Service, and (D) Flag, which are represented by numbers 2, 3, and
4 in Table (2), respectively.

For example, for Protoclo_type feature values, tcp is 1, udp is 2, and icmp is 3. In data
normalization, after converting these three features from text format to numeric format, the
main challenge is to convert data to binary form or normalized continuous form. In the proposed
intrusion detection system, the normal continuous form is used. To normalize the features, a
statistical analysis was performed on each feature based on the data in the NSL-KDD and the
maximum, and minimum values for the values of each feature were determined. Then, based on

Equation (1), normalization was realized in the range [1, O].
f-MinF

Nf = ———— (D

MaxF—-minF
where Fis the desired feature, f represents the value of the feature, maxF is equal to the maximum

value of the feature F, and minF is equal to the minimum value of the feature F.
Table 3: NSL-KDD data set features

Label | Name of feature Label | Name of feature

A Duration \' Is_guest_login

B Protocol_type A\ Count
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C Service X Sev_count
D Flag Y Serror_rate
E Src_byte Z Sev_serror_rate
F Dst_byte AA Rerror_rate
G Land AB Srv_rerror_rate
H Wrong_fragment AC Same_srv_rate
I Urgent AD Diff srv_rate
J Hot AE Srv_diff host_rate
K Num_failed_login AF Dst_host_count
L Logged_in AG Dst_host_srv_count
M Num_comprised AH Dst_host_same srv_rate
N Root_shell Al Dst_host_diff_srv_rate
(@) Su_attempted A Dst_host_same_src_port_rate
P Num_root AK Dst_host_srv_diff host_rate
Q Num_file creations AL Dst_host_server rate
R Num_shells AM Dst_host_srv_serror_rate
S Num_access_files AN Dst_host_rerror_rate
° T Num_cutbounds_cmds AO Dst_host_srv_rerror_rate
@ U Is_host_login
@ (
Precision and Recall are two well-known parameters used in evaluating data mining and
o ) machine learning algorithms. Precision is defined as follows:
i TP
Precision = ———
TP + FP 2)
Furthermore, Recall is defined as follows:
Recall = _TP
TP+FN (4)

where TP represents data correctly assigned to the positive class, FP represents data incorrectly
assigned to the positive class, and FN represents data incorrectly assigned to the negative class.
Results

The advantage of using the feature selection step in the proposed model is the reduction of
training time and testing of the support vector machine, reducing the computational costs and
necessary computer resources such as memory and CPU time. In this regard, training and testing
time without feature selection and feature selection have been calculated and shown in Table
(4). The unit of measurement of the time is milliseconds.

Precision, recall and F-score based on attack class for 41 features and eight features are shown
in Tables (4) to (6). As can be seen from the results, feature selection has led to increased
precision, recall, and F-score of the intrusion detection system. In all 5 classes, the detection rate
with 8 features is higher than the detection rate with 41 features. In particular, the percentage
of attack detection for UZR and R2L classes using feature selection increases significantly. The
system also uses important features to have a higher ability to detect new and unknown attacks,
i.e., attacks that are not encountered in the training process and are only present in the test data.



Table 4: Training and testing time of the proposed model with and without using feature
selection

41 features 8 features Time reduction
Training time 238454 ms 71320 ms 70.09%
Testing time 24820 ms 3989 ms 83.94%

Table 5: Precision of detection of proposed system based on attack class
Normal | DoS PRB UZR R2L

41 features (artificial bee
colony algorithm)
8 features (artificial bee
colony algorithm)

76.71 % | 97.72% | 99.86 % | 53.49 % | 63.39 %

96.65 % | 97.29 % | 99.87 % | 55.86 % | 99.04 %

Table 6: Recall of detection of proposed system based on attack class
Normal | DoS PRB UZR R2L

41 features (artificial bee
colony algorithm)
8 features (artificial bee

97.99 % | 86.27 % | 97.65 % | 40.07 % | 53.55 %

98.39 % | 84.10 % | 98.50 % | 46.40 % | 65.40 % @

colony algorithm) ®
Table 7: F-score of detection of proposed system based on attack class °
Normal | DoS PRB UZR R2L (
. A . .
41 features (artificial bee | g5 o500 | 91,63 % | 98.74 % | 45.81 % | 58.05 % it

colony algorithm)

8 features (artificial bee
colony algorithm)

In this study, the efficiency of the proposed method is compared with a multilayer perceptron
neural (MLP) network based on a back-propagation (BP) algorithm. The BP learning algorithm
uses the steepest descent (S.D) algorithm. Regulating the network parameters according to the
error signals is calculated based on the feed of each pattern to the network. MATLAB software
[73] has been used to implement this method. Comparison of precision, recall and F-score for
detection using 41 features and 8 features for neural network based on artificial bee colony
algorithm are shown in Figures (2) to (4), respectively. The figure shows that the value of the
mentioned criteria of 8 features case with the neural network based on the artificial bee colony
algorithm is higher than the others.

97.51% | 90.11 % | 99.18 % | 50.69 % | 78.77 %
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Figure 2: Comparison of precision criteria for detecting attacks based on attack class
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Figure 3: Comparison of recall criteria for detecting attacks based on attack class
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Figure 4: Comparison of F-score criteria for detecting attacks based on attack class

Conclusion

Numerous experiments were performed to evaluate the proposed method in order to determine
its strengths and weaknesses as well as to provide a comprehensive analysis of its performance.
In these experiments, various parameters have been measured. The results of the experiments
and the behavior analysis of the proposed method are presented in full. According to the
extracted results, feature selection leads to increased accuracy, recall, and F scores in the model.
In addition, the model training and testing time is significantly reduced, which in turn increases
the speed of attack detection in the intrusion detection system. The results proved that the
proposed method is more efficient than other methods in all cases where the data have a different
observation probability. Although in some cases, our proposed method is less efficient than the
basic method, in most cases, it is one of the best methods available. After selecting important
features and deleting irrelevant data, the power and accuracy of the classification in the
proposed method increase significantly.
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