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ABSTRACT 

With the increase of users in the Internet of Things services and cloud computing, the providers are encouraged to 

present services with different functional and nonfunctional features (service quality) in the service pool. Based on 

the demand and supply rules, alongside the considerable growth in the number of provided services, these cloud 

service providers are facing tough competition for improving their service quality. This competition creates a tough 

and complex NP-Hard process of selecting and mixing the simple services for providing composite cloud services. 

The method of selecting the appropriate services from the available pool and overcoming the limitation determine the 

importance of different service quality parameters; also focusing on dynamic features and the fast changes in service 

properties are the most important matters that require analysis. This study presents a moth-flame algorithm-based 

method with service quality-awareness in the Internet of Things after the analysis of different service composition 

solutions; the results of the study show that the proposed method has a good degree of convergence for combining 

services with proper optimization. Also, the results show that the quality of the composite services created by the 

proposed method is better than other similar optimization algorithms. 

Keywords: Cloud Computing, Internet of Things, Service Composition, Quality, and Moth-Flame Algorithm . 

Introduction 

Fast development in the usage of cloud computing leads to the release of more cloud services in the worldwide service 

pool. Due to the existence of complex and diverse systems, a simple service cannot provide the requirements of many 

real- world operations; on the other hand, to complete a complex system, a group of such simple services needs to 

work with others. Therefore, the need arises to create a system composition method in cloud computing. The process 

of introducing, requesting, and connecting to services, as shown in Figure 1, can be implemented in a way so that the 

service providers would introduce themselves to the broker for providing the user requests. Still, the users send their 

service requests to the broker, who must select the best services from an available collection based on the user's needs 

and orientation. The broker requests the service providers to present the selected services to the users based on some 

pre-defined rules and agreements. Cloud computing is a promising technology that facilitates the processing of large 

data. Allocating virtual machine optimization to physical hosts in a high-scale internet infrastructure will lead to 

energy reduction in the datacenters. Also, this can prevent environmental pollution and increase efficiency. Newly 

developed algorithms can increase the energy efficiency of cloud computing. Internet of Things (IoT) is a leading 

technology in always available computing and a key solution for providing smart environments. With the dawn of 

virtualization technology, the usage of computing resources as virtual machines begins. 

This technology has many advantages, some of which are: improving resource productivity, reducing costs, and ease 

of server management. Different types of data need to be gathered, analyzed, divided by data type, and predicted in 

the Internet of Things application. Cloud computing is a model for giving networks access to a collection of 

configurable computing resources (for example networks, servers, storage, applications, and services) that can be 

provided with speed and with the least managerial effort or service provider interaction. In high-scale Internet of 
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Things infrastructure, the cloud plays an important role and many firmware technologies are designed for the Could 

of Things, and many new services are being provided for the smart city scenario. 

Increasing the number of available Internet of Things services will lead to the increase of services with similar 

applications in different servers. These similar services are in different locations with distinguished QoS parameters. 

Therefore, when trying to select a single service from among many different similar services on separate servers, the 

appropriate techniques should be used to find the highest QoS degree based on the needs and priorities of the user. 

Service composition needs to be designed dynamically and automatically based on the substantial changes in the cloud 

space, available services, and the needs of the final user. Therefore, one of the important problems of this field is 

selecting simple and efficient services for creating a complex composite service. The problem of service composition 

in cloud computing can be defined as what simple services must be selected to create a complex composite service to 

meet the application and QoS needs of the final user. The service composition problem in the web is considered as an 

NP-hard problem, because of the abundance of different effective parameters and high numbers of available simple 

services in the service pool by the service providers. 

We assume that any Composite Service (CS) in the cloud includes n Unique Service Solutions (USS) and P number 

of QoS parameters. To finish as CS, a composition of successive unique services must be sequentially implemented 

in the workflow (WF) of a person, just like Figure 1. 

 
Figure 1: Web Service Composition Process 

 

Because the cloud service composition problem in the Inter of Things ranks NP- Hard problem, different exploration 

methods can be used to solve this problem. The purpose of this thesis is to use the Moth-Flame algorithm to find the 

best near- optimized composite web service. 

Research Background 

Cloud service composition in the Internet of Things applications is a problem with many potential solutions, but there 

are only one or few efficient solutions among these. Therefore, cloud service composition is known as an optimization 

problem. Different solutions for cloud service composition in the Internet of things applications are presented in the 

following. 



 
Nasiri 

 

3 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Zhu et al. (2018) have proposed linear programming for optimizing virtual machine resource allocation in the internet 

of things applications. Creating an efficient collection of media services has been considered to prepare a composite 

service for virtual machine resource allocation. To reach this goal, the authors have mapped the virtual machine 

resource allocation on the multi-dimensional binpacking problem and used linear programming as a solution. They 

also presented a custom subtractive best proportion method for solving this problem that will considerably increase 

the chance of finding proper results in linear programming but cannot completely guarantee an efficient solution. To 

analyze the two proposed methods, the problems of the created composite service were selected randomly and then 

analyzed using fractional knapsack mapping, and then the allocation results were compared using a round-robin 

method. 

Yeganeh et al. (2010) and Rai et al. (2015) have proposed two-step methods for creating composite services with the 

least possible execution cost. The first includes using a state transition matrix for analyzing the dynamic execution 

process of composite services. In this phase, each state of the composite service is modeled in a state vector transition 

used for creating the state transition matrix. The execution cost of each composite service can be calculated using the 

transition matrix. In the second phase, the Business Process Execution Language for Web Services (BPEL4WS) is 

used for finding an optimized solution. Since the BPEL4WS process is rather time-taking as a recognized distributed 

traffic model, scientists have divided this process into three parts that are executed using a separate computer. A three-

layer hierarchical structure was proposed for considering the user configuration and the features of different resources 

in the same place; first includes selecting an optimized service; the second layer is the benchmark layer and includes 

timeliness, stability, and security using which services are divided into three categories; and the third layer is used for 

showing nine other designed QoS parameters. Then the other steps of the proposed SSUP are performed, which are 

including creating and normalizing a user needs matrix, creating QoS configuration weight using a hierarchical 

analysis process, creating and normalizing a service specifications matrix, and the calculations similar to service 

demands. The empirical results show that this algorithm can have a better performance in solving the composite 

service problem than the analytic hierarchy process (AHP). Worm et al. were successful at achieving two opposite 

goals for providers which are maximizing income while guaranteeing quality. 

Ben et al. (2017) presented the Cloud Feature Models (CFMs) based on variable modeling as a mechanism for 

explaining cloud services alongside the under needs for laying the proper groundwork for the process of selecting their 

web service. CFM is presented using a directional graph in which the nodes represent the services and the edges 

represent the relationship between the services. Moreover, the web service selection process, must meet the user goals 

and also respect their needs. To meet these goals, the user must first enter their goals and needs so that the process 

would start, afterwards, the web service selection service uses backup tools for creating a playlist of provided services 

based on the input model. Focusing on the dynamic features of cloud computing and updating the graph during its 

execution can improve the performance of this proposed method. 

Karan et al. (2020) have presented a web-based semantic method for compositing web services using a Bayesian 

choice. The authors have implemented a Bayesian method for web service semantics that creates a cloud-based 

exploration diagram. They have also found the relationships in this graph that can be explained using the Markov 

chain. Also, they might be able to use an equation for the cosine theorem to find the similarities between the services, 

which play an important part in recognizing web service relationships and developing a composite system. The 

proposed method has been implemented in Amazon methods and can be compared with available approaches. 

Rajeswari et al. (2014) propose their method using three decision-making criteria: service availability during the 

decision-making, execution cost, and rest time till the deadline. While considering the response time and emphasis on 

service availability, Diploma Programme (DP) was used to achieve the main purpose of this study, in which it's 

necessary to store average results for selecting the best service from all the available services. Also in case of a 

deadline, a decision rule will select the services with the least cost for the remaining work. The proposed algorithm is 

used for compositing static and dynamic services, but uses real-world datasets and criteria, and also this study omits 

calculation time and complexity. 

Fekih et al. (2017) propose a two-step method for meeting the user's QoS needs, the first step of which tries to select 

a single service that provides the two basic functional needs of the user and eliminates the other remaining needs. 

Then a virtual network of selected service providers is created and modeled using a directed acyclic graph (DAG). In 
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the second step, if there are only the QoS needs of one user, there is only a need for the implementation of an algorithm 

for determining the shortest path in the graph. If there are two QoS parameters, this problem turns into a path with 

multiple limitations issues. CAGF uses a backup graph for considering the first QoS as its weight and merges the 

second parameter with the expanded connection between vertices, in which the primary two DAG weights are changed 

into one DAG weight (that can be solved using the last research's method). The researchers have also proposed a 

method for considering more QoS parameters. Run time and returned path weight (final QoS) are the two parameters 

that are considered for determining the method's performance while being compared with available DAG-based 

algorithms. Still, creating multiple graphs in the algorithm of one activity is time-consuming and increases the run 

time. This interesting study can be enriched by using known datasets. 

Yu et al. (2012) have implemented a service quality value gathering algorithm based on communication process 

algebra to simplify service composition on cloud computing without weight prioritizing. In which an artificial neural 

network has been used to focus on the needed services without any pre-determined priority parameter from the user. 

Perceptron of the three-layer neural network of this study was used by implementing the backpropagation and mean 

squared error algorithms to identify the network and configure its weights with random initial inputs. In the presented 

neural network, the number of input layer neurons is equal to QoS parameters. The number of second-layer neurons 

is equal to the first layer, and the third layer has one neuron for one output. During the learning process, the primary 

user information is given to the neural network to understand the proper weight values. Weight parameter productivity 

was determined as the goal function by using the mean squared error. In this study, a series of data and parameters are 

not analyzed and the results are not compared. A new model for calculating the QoS of composite services was 

introduced to divide QoS parameters into the ascending, descending, and equal QoS characteristics with the help of 

simple weights for normalizing the values of these parameters. These authors also proposed a genetic roulette wheel 

selection algorithm for solving the service composition problem in which a chromosome is selected for launching a 

cross-operation. The proposed method uses QoS accessibility as the proportionality value. 

Yan et al. (2013) used the Markov decision process model to solve the problem of automated composition in the 

dynamic environments of the cloud. They have considered a complete set of all possible service compositions 

alongside all possible actions for chaining the compositions because of adding new valid produced and presented 

services. Also, a reward layer was used for an optimized learning and composition policy for the request of users who 

use value tools such as the feedback of previous users and the information related to the previous components. The 

reward function results are used by the operator for the next decision-making and then updated using reinforcement 

learning techniques. Judging this study is impossible due to the lack of proper performance results analysis and 

comparison. Due to the ever-increasing importance of networks in cloud-based service composition, this approach 

was proposed separately by considering non-network QoS and service networks. Therefore, real network delay among 

the intended services and their users was modeled with low time complexity to select services with lower delay. The 

researchers, also propose a QoS equation for the calculation of the network's QoS, delay, and transfer rate. In the final 

step, the proposed method of creating service compositions was designed using genetic algorithms and then compared 

against the Dijkstra and random selection algorithms. The results of this interesting study can be enriched by using 

real-world datasets. 

Puttonen et al. (2015) proposed a service level agreement (SLA) based service composition algorithm using game 

theory. In this paper, the agreements consist of four parts which are the main agreement information, the service seller 

and consumer information, the service type and parameters, and a series of responsibilities for the service seller and 

consumer. To create an agreement, service composition was considered as a dynamic multifold game in which the 

sellers and consumers are players that are after their own goals. In this competitive game, each consumer must present 

a price for each requested service based on effective parameters, and then communicate this proposed price with the 

other consumers so that the sellers could present their own price base on demand levels and service quality while 

considering these proposed prices. The reliability of this method is limited due to a lack of comparisons with other 

methods and real-world datasets. 

Sun et al. (2019) designed a finite state machine (FSM) to consider service correlation and the task execution sequence; 

each machine contains a group of services with invocation limitations and an execution sequence. The proposed 

method contains two steps. In the first step, a service composition tree and a goal process are created based on society. 
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A pruning quality is used for omitting the wrong paths from the tree and improving the processing time. The quality 

of all remaining paths is calculated in the second phase based on the user's needs, and the path with the highest quality 

is selected as the final solution. A dichotomous simple additive weighting technique is used for reaching these goals 

in which, during the first step, the paths are scaled into positive and negative parameters, and then, during the second 

step, the QoS of all paths is calculated. The authors were able to prove the productivity of their proposed method by 

comparing its run time with the enumeration method run time. 

Lee et al. (2011) proposed a method based on an index structure tree to simplify the information insertion and retrieval 

process for cloud service providers. In the proposed structure there are special locations for saving different attributes 

like service type, security, service quality, and unit measurement and pricing. To increase information management 

and proper provider discovery speed, service providers with similar attributes must be stored in adjacent rows. The 

authors also suggested a search algorithm based on the designed structure for finding the providers in the database. 

After finding K near-efficient providers, a refining method has been designed to reduce the number of selected 

providers and organize them based on their Hamming distance, which requires starting with an efficient seller and 

ascending movement to ease the selection of better providers. 

Tout et al. (2015) provided a new framework for service composition based on content in which the composition 

operator is responsible for receiving the requests and presenting service management. This operator analyzes each 

request and divides them into the needed basic services. The service dependencies are recognized using a knowledge 

base and a service retrieval section, which extracts the information of similar services. There is a packing motor that 

creates new software packs using current and new compositions and submits them in the catalog. Finally, an 

information provider section presents this service catalog to the service provider to get the proper permission. 

Han et al. (2016) presents a systematic similarity-based framework for the automatic recognition of service 

involvements and providing the user policies and needs. The first phase of this proposed method is the conflict analysis 

section that is created from the comparator and analyzer sub-sections. The comparator checks for the user policies and 

needs following their priorities and the analyzer tries to discover conflicts between the user needs and its dependent 

relationships while using Satisfiability Modulo Theories (SMT). Filter, recognizer, and solver are the three sections 

of the second phase which is called solution deduction. This section finds proper simple services and removes services 

that oppose the policy. A series of simple services are determined according to the user needs and the best possible 

service composition based on user policies and needs is created. This method uses the backtracking algorithm for the 

assigned tasks. 

Wang et al. (2019) have proposed a branch-and-bound algorithm for solving the MMKP problem and finding the 

advantages of a heterogeneous multiprocessing environment; in which each node of the decision tree is a sample from 

a real process that can be assigned to separate computing nodes. To analyze this algorithm, the authors have randomly 

produced four different problems with different sizes, run them in a series and simultaneously, and then compared 

their results. The biggest problem of this proposed algorithm is its runtime and visual complexity. This performance 

analysis can be more complete and reliable if the results are compared with similar algorithms in real-world datasets. 

A two-phase solution has been proposed in the Calfer method for solving the high run time problem. In this method, 

the first stage is similar to the last research, while the second step takes solutions usually used for similar requests and 

tweaks them based on the new situation. After proposing a new method of conserving cloud resources, a new 

accordance algorithm called SMA is implemented for checking the compatibility of output parameters of service with 

the input parameters of another one. In this algorithm, the service compatibility problem has been considered for 

calculating the semantic similarities of the input and output of different services. The compatibility degree of each set 

of services that are saved in the table will lead to the production of a weighted directional graph in which finding all 

possible paths between two nodes will include all possible composition methods. The researchers have proposed an 

improved fast EP algorithm called the B+EP fast algorithm for finding all the possible paths in the least possible time. 

Yet, creating and searching in both graph stages leads to an increased runtime and lower algorithm performance, 

especially when the problem size and number of needed services increases. 

Bashari et al. (2018) proposed a trust-based method and framework for solving the proposed service composition 

problem while considering trust as a conceptual probability by which the composite service performs the user's 

intended activities. Using trust in the service composition process is divided into three sections which are service 
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selecting reliability, composition process reliability guarantee, and created design connection reliability. The necessity 

analyzer categorizes the different user necessities such as functional and non-functional needs and expected input-

output parameters. The service recovery agent retrieves the service information from the resource pool using inquiry 

requests. Inadequate services are removed from the candidate list using a service filter; the remaining services' names 

and service types are recognized using the WSDL analyzer. The cluster component, format creator, and connection 

optimizer agent are responsible for checking the possibility of service composition, checking mathematics equations, 

and evaluating connection design reliability. 

CloudRecommender is a three-layer cloud-based service composition system proposed by Laleh et al. (2018). The 

first layer is a configuration management layer that includes web service ontology and cloud quality ontology. Due to 

the existence of two sections for discovering services based on their performance and QoS parameters, the services 

are mapped into a logical model and data structure. The second layer is about logic which is implemented for selecting 

single services in SQL phrase format and includes criteria, views, and stored measures. The third layer is a widget that 

divides the user interface into four objects such as computing resources, storing resources, network, and 

recommendation resources. 

Xu et al. (2018) presented a parallel form of particle swarm optimization with a chaos algorithm for solving the service 

composition problem. The researchers have tried to dynamically change the sequence length following the 

evolutionary position of the solution. Also, they implemented the roulette wheel algorithm before executing the chaos 

operator to eliminate the randomly created inappropriate solutions and escaping their destructive consequences. Since 

the main goal of this study is to reduce the runtime, parallelization of the proposed method was considered as a 

solution. To achieve this goal, a full connection topology was selected due to its high searchability and message 

passing interface. In the end, a new migration method called Way-Reflex Migration was introduced to decrease the 

fully connected topology connection workload. The proposed method showed better appropriation and runtime results 

in comparison with the genetic, chaos genetic, and chaos optimization algorithms. 

Yu and Li (2015) proposed a new framework for selecting service compatibility in web service composition using the 

ant colony algorithm. This framework extracts customer preferences immediately after receiving a request. Then, the 

Euclidean distance is used for selecting the closest services to the user priorities and then suggests them to the service 

adaptor. Finally, the service adaptor dedicated the best possible option from the suggested services to the user based 

on base device compatibility and chosen service effectiveness. To achieve the context compatibility service based on 

the input information, a recognized fuzzy map model is used in the service adaptor module. The weakness of this 

method is the fact that the proposed framework can be used for selecting only one simple service. Also, this approach 

has not been compared with other methods. 

Kotekar et al. (2016) also used the particle swarm algorithm with a dynamic fitness function. In this method, the 

genome array structure is of integers and each of its entries refers to one service. Here, the crossover operator is two-

point and the mutation operator acts randomly. But on in other researches, the genome structure is considered as an 

array each entry of which refers to a qualitative feature instead of a service. Here the crossover operator is single-point 

and the mutation operator acts as before. 

Boukh et al. (2019) present another difference between different multi-purpose algorithm implementation in the 

coding discussion. Some encoding measures select a single-dimensional chromosome, although the increase in the 

number of candidate services will reduce the reliability of these chromosomes; on the other hand, this method cannot 

show semantic information. Therefore, some methods are based on the relationship matrix encoding algorithm; 

although this method creates unauthorized figures and reduces efficiency. 

Zeng et al. (2018) discuss tree encoding which can determine the relationship of different compositions. This model 

supports design during runtime; and as was mentioned a lot of composition work was done in this research to avoid 

the local optimization trap. Here, two different security system algorithms were used alongside the genetic algorithm 

with different encoding methods and mutation processes. 

Mousa et al. (2016) proposed an improved version of the Imperialist Competitive Algorithm for solving the service 

composition problem based on qualitative characteristics. In this method, the revolution operator was added to the 

base algorithm to escape the minimum trap. Adding other operators such as the crossover and mutation operators from 

the genetic algorithm to the Imperialist Competitive Algorithm is another solution for increasing the effectiveness and 
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solving the problems of this algorithm. For example, the crossover operator makes sure that the environment is fully 

searched or the mutation operator helps prevent the iteration of algorithms in the loop. 

Liu et al. (2014) analyze service transaction properties and functionally focus on unique service composition methods, 

and then formalized dynamic service transaction and composition based on service quality. The ant colony algorithm 

was used for modeling and solving the loopless directional graphs by searching for a near-optimized solution. The 

optimization algorithm is designed to search for a near-optimized solution for the composite service problem in a 

reasonable time frame by supporting real-time and dynamic applications. Based on experimental studies, the results 

show that the proposed method can present an optimized method. 

Materials and Methods  

The proposed Moth-Flame algorithm is created from different components that are discussed later on. The Moth-

Flame algorithm is an optimization method that uses the natural selection theory. This study uses the meta-heuristic 

moth-flame algorithm for finding active nodes in social media. The moths experience two important stages in their 

lives: the first worm moth stage and the second adult moth stage. The most important truth about moths is that they 

move at night. They fly at night using the moonlight. They use a transverse navigation method for moving at night. In 

this mechanism, the moth moves at a fixed angle with the moon. This mechanism is appropriate for direct movement 

in long distances. 

We have witnessed that the moths move in a spiral manner around smart lights. This is due to the ineffectiveness of 

transverse movement when the light source is close to the moth. The moth tries to find a transverse path towards its 

destination, but since the light source is too close to the moth, it chooses a deadly and aimless spiral for reaching the 

light. 

Therefore, finding the search space around the best possible locations is guaranteed due to the following reasons: 

A. The moths update their location in fields surrounding the best available solution to date  

B. The moths are after the flame, therefore, the best solution in each iteration changes, and the moth must update its 

location based on the flame position. So, the moth situation change might happen around different flames. 

One of the problems of this algorithm is the fact that updating the moth's locations considering the different search 

spaces locations can reduce the effectiveness of this algorithm in finding a solution. To solve this, a flame number 

mechanism is defined as follows: 

In which, l is the iteration number, N is the maximum flame numbers and T is the number of algorithm iteration. In 

the first iteration, there are N flames. Yet, the moth only updates its location in the final step based on the best flame. 

The gradual decrease in flame numbers will balance the search space exploration and exploitation. 

FlammeNumber = round(N —  l  X  
N-1  

T  
) 
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Figure 2: Moth-Flame Algorithm Flowchart 

The Problem’s Mathematical Model 

The cloud service composition problem in the Internet of Things is a problem of finding a set of candidate cloud 

services with different applications that follow the user limitations and optimize the goal function. This section 

formally addresses this issue. A sample of the cloud service composition with service quality awareness in the Internet 

of Things is formally proposed as follows: 

A service composition request in the Internet of Things can be modeled as the workflow using a Directed Acyclic 

Graph (DAG), G = (V,E) 

- V = (T1, 72,..., Tn] in which n is the number of tasks in the workflow. 

- E: Set of edges that show the priority of tasks. 

-  Each task Ti (l <i <ri) in the workflow has a series of service candidates CSt = (CS1,OS'2, ...,CS™1} in which 

CSj (l < 1 < mt) is a candidate cloud service. 

- m{. The overall available candidate services for the Ti task. 
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- Each candidate service CS- has a series of service quality information QoSj = (Q1,Q2,...,Qk} in which Qi (l < 

1 < K) shows one of the qualities of that cloud service. 

- Cloud service-related quality information is saved in the quality storage. 

- K: The number of cloud service qualities used in the service quality model. 

- QC: Global restrictions series determined by the user QC = (CV C2,..., CK). 

Considering these points, the purpose of the quality-aware service composition problem in the Internet of Things is to 

find near-optimized composite cloud services. 

Service Quality Model 

In the proposed method, the Al-Masri et al. dataset was used as the service quality parameters of the Internet of Things 

applications. This database is called Quality of Web Service (QWS) and it presents a basis for service researchers1. 

The QWS dataset includes a collection of 2507 web services and their quality measurements. The quality parameter 

values are performed using their suggested Web Service 

http://www.uoguelph.ca/~qmahmoud/qws/index.html 

Broker Framework. Each QWS record includes eleven parameters for a web service. The first nine parameters of each 

record are service quality parameters which are measured by the Web Service Broker Framework uring six days. The 

service quality values available in the dataset are the average of the measurements in the intended period. Table 1 

presents a simple description of the nine service quality parameters in the Internet of Things applications. 

Table 1. Describing the Available Service Quality Parameters in the QWS dataset 

Parameter Name Description Unit 

Response Time Time for sending a request and receiving the answer Millisecond 

Availability Number of successful recalls out of all recalls % 

Throughput Number of all recalls during a certain timespan Recall per second 

Successability Number of responses to all requests % 

Reliability Number of errors to all messages % 

Compliance Compliance of the WSDL to WDFL characteristics % 

Best Practices Compliance of service from the base WS-I profile % 

Latency Time for the service provider to process a request Millisecond 

Documentation Documentation measurement (descriptive labels) in WSDL % 

 

Because cloud servers are an expanded type of web service in the Internet of Things, we can use the QWS dataset for 

its service quality parameter values. By paying attention to the service quality parameter descriptions in table 1, you 

can infer that the Compliance, Best Practices, and Documentation parameters are fixed during the service runtime due 

to the successive recalls; therefore, we omit these three values and use the other six service qualities. 

Service Quality Parameter Normalization 

Different service quality-related parameters of a cloud service in the Internet of Things are measured using different 

units. This is while the goal function calculations require all parameters to be measured using the same scale. 

Considering this, all quality service parameters in an Internet of Things application must be normalized on the same 

(1) 

/ , ■ Qj < cj  

i f  Qjis  addit ive  

i= l  
n  

^i=1 
i f  Qj is  mult ipl icat ive  

1 

http://www.uoguelph.ca/~qmahmoud/qws/index.html
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scale. In reality, service quality parameter normalization gives us a uniform measurement of these values. The general 

approach for this problem is to normalize all the values on a zero to one scale. Quality parameters can be divided into 

two groups: maximization and minimization parameters. Maximization parameters require their values to be 

maximized and minimization parameters require their values to be minimized. 

Formulas (2) and (3) show the normalization rules for maximization and minimization parameters. 

In these equations CS. Ql is the i-th service quality value related to the CS candidate service and NCSQi is the normalized 

value. Also Qmax and Qmin are the maximum and minimum values of the i-th parameters in all services. 

Initialization 

In the proposed algorithm, the moths are adjacent to the candidates, the problem variables are considered as the special 

position. Therefore, moths can move in a one-dimensional, two-dimensional, or multi-dimensional space. Since the 

Moth- Flame algorithm is a population-based algorithm, the Moth set is a n*d matrix shown from Equation (4). 

In initialization, there needs to be an initial particle summation. In the Moth-Flame optimization algorithm, each flame 

is a path in which a composite cloud server is depicted with an n length array (number of active tasks). The i subscript 

of the array shows the candidate service ID that will execute the Ti task. Considering the fact that the initial particle 

summation will be equal to P, we will have the P*n matrix as the initial combination of the solutions. 

Fitness Function 

Providing the limitations set by the user alongside the optimization of a fitness function are the most important tasks 

that quality-aware composite cloud services face. The fitness function must optimize the service quality parameters 

for the composite cloud service. Considering the fact that the proposed model uses the six parameters of Response 

Time (Resp), Availability (Avail), Throughput (Throu), Successability (Succ), Reliability (Reli), and Latency, the 

Fitness function is defined as follows: 

In which w1, w2, w3, w4, ws, and w6 are positive weights that determine the importance of each service quality 

parameter determined by the user. 

After the initialization, the P function is iterated till the T performance is fixed. The P function is the main function 

that explores the surrounding space. As was mentioned, we use transverse orientation. To mathematically show this, 

the position of each moth in respect to the flames is updated using the following: 

(6) Mt = S(Mt, Fj) 

In which Fj shows the j-th flame and Mi the i-th moth, and s is the spiral function of the Moth-Flame algorithm. 

(7) S(MbFj) = Dj X ebt X cos(2nt) + Fj 

Here, Di represents the i-th moths' distance from the j-th flame. b is a fixed value for determining the logarithmic spiral 

and t is a random number between [1,-1]. Di is calculated as follows: 

(2) 

(3) 

N  CS.Q
1  

N  CS.Q 1  

Qmax CS- Q  Qmax  ^ Qv  

Qmax —  Qmin 

1 

CS. Q l  -  Qi  
min  

Qmax Qmin  

1  

-min  

Qmax Qmin  

Qmax ^ Qmin  

Qmax Qmin  

[ m i , i  

(4) M =  

lmn,1  

m1,d'  

^n,d.  

(5) Fitness (Sol) = 
Wj_ * Sol. Avail + w 2 *  Sol. Throu + w3* Sol. Succ + w4* Sol. Reli 

w5 * Sol. Resp + w6* Sol. Late 
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(8) Di = lFj-Mil 

Considering these facts, the proposed method's semi-code is presented in Figure (3). 

Input: Composition request as a workflow (DAG) and QoS constraints Output: Near-optimal composite cloud 

service 

Update the number of flames (FlameNumber) 

Initializing all the parameters Initialize the population of moths Calculate the objective values Equations (1) for all 

moths 

for all parameters 

update r and t 

Calculate D with respect to the corresponding moth by Equation (3) 

Update the matrix M with respect to the corresponding moth by Equations (4) and 

(5) 

Calculate the Influence of each node end 

Calculate the objective values Update j-th flames by greedy strategy as Equations (6) 

Apply later flames S the current best individual in the population. end 

return S. 

End 

Figure 3: Proposed method semi-code 

In the general moth-flame algorithm, all newly created moths are accepted and help for the next generation, yet our 

proposed method uses a greedy method for accepting moths with the appropriate performance in the algorithm. This 

greedy strategy can be explained as follows: 

Here xf+wis the newly created moth for the next generation. /(xf) and /(xf+1) are the fitness levels of the xf and xf+1 

moths.  

(8) yt+ 1 
A'i,new 

X 
t+1 
i  

X  

|/(^,t+1)</(x?)| 

otherwise  
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Figure (2) shows the moth structure in an M-dimensional space of attributes. The moth attributes are configured 

following Figure (2) for exploring the moth-flame algorithm space. A unique code is considered for each attribute in 

all moths P. 

To escape local optimization and covering a bigger search space in each Internet of Things service, we have selected 

the t — th worst vertex instead of the worst one; meaning the K vertex calculated in equation (9) will be selected as 

the replacement. 

i 

(9) k = (1 + (n1-T — 1 )(rand()))1— 

In which k refers to the service number selected from the organized rank list; n is the number of graph vertices and 

rand() is the random number generator function in the [0,1] range. The fixed t parameter was calculated using the trial 

and error method. This parameter limits the search space and searches for an answer more rigorously. 

Results and Discussion  

In the first section of the QWS dataset, there are 60 processes with a server capacity of 100. The best possible answer 

for the allocation problem of the following list is the allocation of 20. Our proposed method reached the approximate 

answer of 23. Our algorithm performed better than the Gray Wolf, and the Learning and Teaching algorithms. These 

results are shown in Table 1. 

41.4000 30.7000 26.3000 43.0000 36.6000 26.8000 36.6000 

25.2000 47.4000 25.4000 25.1000 49.5000 29.9000 28.7000 

27.5000 25.2000 47.3000 36.1000 26.9000 37.0000 27.4000 

43.9000 29.8000 25.8000 44.4000 26.9000 25.9000 47.2000 

26.1000 41.9000 28.3000 27.2000 44.5000 28.8000 27.3000 

37.2000 27.3000 35.5000 36.6000 27.1000 36.3000 32.0000 

39.5000 35.1000 29.2000 35.7000 27.2000 26.2000 46.6000 

25.2000 45.0000 34.7000 39.3000 35.0000 35.0000 25.5000 

31.5000 27.5000 41.0000 29.8000 

Table 1. Allocation with the proposed algorithm in the QWS5 dataset 

Dataset Grey Wolf 
Learning and 

Teaching 

Proposed 

Method 

Optimized 

Answer 

First Section of the 

Data Set 
24 26 23 20 

 

Table 2 shows service allocation in the QWS5 dataset in which each serve is shown with bin and the following numbers 

are the server ID. For example the bin1 server is followed by the 49.5,47.4 value, which means processes with the 

47.4 and 49.5 weights are place in the first server. The other servers house different processes in a similar fashion. 

bin1 49.5,47.4, bin2 47.3,47.2, bin3 46.6,45, bin4 44.5,44.4, bin5 43.9,43, bin6 41.9,41.4, bin7 41,39.5, bin8 

37.2,37,25.5, bin9 36.6,36.6,26.3, bin10 36.6,36.3,27.1, bin11 36.1,35.7,27.5, bin12 35.5,35.1,29.2, bin13 35,35,29.9, 

bin14 34.7,32,31.5, bin15 30.7,30.3,29.8, bin16 29.8,28.8,28.7, bin17 28.3,27.5,27.4, bin18 27.3,27.3,27.2, bin19 

27.2,26.9,26.9, bin20 26.8,26.2,26.1, bin21 25.9,25.8,25.4, bin22 25.2,25.2,25.2, bin23 25.1, 

The empty unallocated space in the QWS5 for load balance is equal to 0.1304 or 13.04% which means that 0.8696 of 

this space is allocated. 

In the optimal scenario, the sum of process values divided by the server space of 100 should be equal to 20. Of course, 

since this is a discrete problem there is a chance of load unbalance even in the optimal scenario. The comparison of 

these methods using more learning data is presented in Table 2. The test results for the Grey Wolf, and Learning and 

Teaching algorithms are taken from [6,7]. 
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This table shows that the data increase trend leads to the reduction of the proposed method's accuracy. Yet, this method 

shows better results in solving the resource allocation problem than the Grey Wolf, and Learning and Teaching 

methods. In the second set of experiments, the problem gets more complex due to the higher data sparsity and higher 

server capacity, yet the proposed method's results seem more appropriate. Metaheuristic methods have inadequate 

performances while dealing with a high volume of processes which is due to the inappropriate local behavior in 

allocating processes in the server. This inadequate performance is sometimes present in the Learning and Teaching 

and sometimes in the Grey Wolf algorithm. Naturally, using the Moth-Flame algorithm improves this performance, 

because this algorithm is better suited for dynamic environments. But still, the percentage error from the optimal 

answer gradually decreases with an increase in the number of processes. 

 

Table 2: Differences of the proposed method and other methods in allocation processes 

Optimized MFO GWO MFO[23] Capacity 
Number 

of 

Processes 

Dataset Test 

99 100 100 100 150 250 QWS1-U250_00 First 

100 101 101 102 150 250 QWS1-U250_01 First 

99 100 100 104 150 250 QWSU250_00 First 

100 101 101 104 150 250 QWSU250_01 First 

 

198 201 203 206 150 500 QWSU500_00 First 

201 204 207 208 150 500 QWSU500_01 First 

399 403 407 413 150 1000 QWSU1000_00 First 

406 411 419 423 150 1000 QWSu1000_01 First 

20 23 23 23 100 60 QWS5-T60_00 Second 

20 23 23 23 100 60 QWS5-T60_01 Second 

40 45 45 46 100 120 QWS6-T120_00 Second 

40 45 45 47 100 120 QWS6-T120_01 Second 

83 94 96 99 100 249 QWS7-T249_00 Second 

83 95 98 103 100 249 QWS7-T249_01 Second 

167 190 198 203 100 501 QWS8-T501_00 Second 

167 191 201 207 100 501 QWS8-T501_01 Second 

 

Comparing the results with the optimized conditions showed a good performance. A recent 2018 study showed that 

the CGA-CT and HI-BP methods had the best performance in resource allocation. The proposed method had a better 

performance even in comparison with these two methods. You can see this comparison in Table 3. 

In Table 3, the U250 dataset had to allocate 250 processes which were done in a series of four experiments. The 

experiments were done using different quantities of the test data. These data were presented with 500, 1000, 120, and 

501 quantities in the different U500, U1000, T120, T249, and T501 datasets. 

 

Table 3: Comparing the proposed method with HI_BP and CGA-CGT 
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Optimized MFO 
CGA- 

CGT 
HI_BP Capacity 

Number 

of 

Processes 

Dataset Test 

99 100 100 100 150 250 QWS1-U250_00 First 

100 101 101 101 150 250 QWS1-U250_01 First 

99 100 100 100 150 250 QWSU250_00 First 

100 101 101 101 150 250 QWSU250_01 First 

 

198 201 201 204 150 500 QWSU500_00 First 

201 204 204 204 150 500 QWSU500_01 First 

399 403 404 404 150 1000 QWSU1000_00 First 

406 411 413 414 150 1000 QWSu1000_01 First 

20 23 23 23 100 60 QWS5-T60_00 Second 

20 23 23 23 100 60 QWS5-T60_01 Second 

40 45 45 45 100 120 QWS6-T120_00 Second 

40 45 45 47 100 120 QWS6-T120_01 Second 

83 94 94 96 100 249 QWS7-T249_00 Second 

83 95 97 101 100 249 QWS7-T249_01 Second 

167 190 194 202 100 501 QWS8-T501_00 Second 

167 191 199 204 100 501 QWS8-T501_01 Second 

 

 
Figure 4: Showing the difference between the proposed Moth-Flame algorithm with the 
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optimized answers 

 

Figure 4 shows the difference in the proposed method with the optimized answers which is completely acceptable. 

Table 4 shows the calculation of load balance quality in different experiments. 

Table 4: Comparing load unbalance in the proposed Moth-Flame algorithm with other algorithms 

Nflb- 

Proposal 

method 

Nflb- 

GWO 

Nflb- 

TLBO 
Capacity 

Number 

of 

Processes 

Dataset Test 

0.0145 0.0145 0.0145 150 250 QWS1-U250_00 First 

0.0193 0.0195 0.0195 150 250 QWS1-U250_01 First 

0.0138 0.0145 0.0145 150 250 QWSU250_00 First 

0.0178 0.0195 0.0195 150 250 QWSU250_01 First 

0.0159 0.0163 0.017 150 500 QWSU500_00 First 

0.0143 0.0147 0.0155 150 500 QWSU500_01 First 

0.0097 0.0103 0.0113 150 1000 QWSU1000_00 First 

0.0119 0.0127 0.014 150 1000 QWSu1000_01 First 

0.1304 0.1304 0.1304 100 60 QWS5-T60_00 Second 

0.1304 0.1304 0.1304 100 60 QWS5-T60_01 Second 

0.1023 0.1111 0.1111 100 120 QWS6-T120_00 Second 

0.1013 0.1111 0.1111 100 120 QWS6-T120_01 Second 

0.101 0.109 0.117 100 249 QWS7-T249_00 Second 

0.1203 0.1226 0.1263 100 249 QWS7-T249_01 Second 

0.1107 0.1139 0.1211 100 501 QWS8-T501_00 Second 

0.1219 0.1213 0.1257 100 501 QWS8-T501_01 Second 

 

The flb is a load balance indicator, the higher values of which show a better load balance. A higher load balance is an 

indicator for the better usage of resources. In other words, the free recourse capacity has decreased; therefore an 

increase in the data will lead to an increase in the load balance of the proposed algorithm. The load balance of the 

current study is 80%. A higher than 80% usages of server resources will drastically increase the consumption quality. 

Also, using less than 20% of the resources will lead to much quality. Therefore, recourses that have filled their 20% 

maximum capacity must move to another server. The nflb load unbalance indicator is the opposite of the load balance 

indicator. Its decrease leads to a better load balance. The Learning and Teaching method due to its wrong recognition 

of teaching in experiences cannot deliver a good load balance with higher amounts of data. The proposed method 

showed good load balance even with data increase. The load balance indicator can show the proper allocation by itself. 

7. Results 

The potential of emerging Inter of Thing technologies for sensors and other connected equipment plays an important 

role in the next generation of industry and applications. High security and quality are rather important in the Internet 

of Things applications. Based on this application data security and quality resource consumption are important matters 

that will have a major effect on the success of the Internet of Things. Resource efficiency and quality saving are major 

problems in the Internet of Things applications. While creating a composite service, selecting the best possible services 

is important. Considering the ever-increasing number of cloud servers, the needed time for finding such composites 

will belong. This paper represents a new framework for creating quality-aware cloud-based service composites in the 

Internet of Things. The purpose of this method was to present a service composite with a proper fitness value. The 

proposed algorithm got implemented with different parameters and its results got analyzed. The Moth- Flame 

algorithm decreases the time needed for creating service composites, but its results are just near-optimized. To show 

the performance of each algorithm, it must be compared with previous ones. The comparisons with three other 

algorithms showed that the Moth-Flame algorithm response time was lower than similar methods and also this 

algorithm has proper stability that allows it to present near- optimized results. 
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